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» [his presentation is designed not to require
speclal knowledge

« | tried to use iInstead of “texts’. My
friends did real great jobs

x Slides are available on the net, so
and stare at the screen

x Please relax and
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“Secure Linux”

» |t's the ultimate goal that we can never reach
= Still we can step forward toward the goal
= Why?

« [hat's the way open source Is (you can never
improve MS$ Windows *) security



“SELInux’ is one of the
“secure Linux’ attempts

. developed
by NSA Is distinguished and respected from
other attempts towards the goal

» \WWhat makes SELinux so special?

= |t's “(part of the standard Linux
source code)

« |t's Tully functional and most powerful
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Any other In-tree ?

. (Simplified Mandatory: Access Control

Kernel) developed by IS the
other “In-tree” Implementation

» You can't use SELInhux and Smack at the same
time. Thisis due to the Iimitation of
(security framework of Linux)
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How about = -tree”?

» Yes. There are many

. by NOVELL ‘and 0}
NTT DATA CORPORATION are now trying to be
In-tree (now)

. (Linux:Kernel Mailing List), 1s the place to
propose new functionalities and discuss Linux
program (not for the fight)
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Why do we:ineed: 1o enhance Linux
security?
















































Now let’s review and
see what happened

ft 25, WEBHNEE
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but was insufficient
X NIZHY
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' 00 DAC
a‘ﬁ / The owner can set the access

attributes for his/her
resource. This is called DAC

(Discretionary Access
Control).

This is DAC







® DAC can be overridden




® DAC can be overridden

® You should set DAC carefully, but
should not over trust it




® DAC can be overridden

® You should set DAC carefully, but
should not over trust it

® VWhen is DAC broken?




root user

root user is not affected by
DAC. root user is the God (if
your Linux is not “security
enhanced” Linux)




setuid

a process invoked by a
program with “setuid root”
attribute will be given root
privilege




You might think
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You might think

{RAJBE=TA

getting rid of root user and setuid

mechanisms , but it does not work
there are tasks for root

you can change your password because
passwd command is setuid root

yes, we do need privileges
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Learn basics: ot NManaatory ACCeSsS
Controlzand lieast Privilege  principle
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= Good old security called DAC (Discretionary.
Access Control):is

» |f someone steels root Oof your system,
you are no longer the administrator of you

system (you are out of luck)



Lessons Learned

= Good old security called DAC (Discretionary.
Access Control):is

» |f someone steels root Oof your system,
you are no longer the administrator of you
system (you are out of luck)

» Eliminating root account and privileges can not
be the answers
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Least Privilege
=&/ HIERR

» SO the issue iIs

x |t has been studied and 1s how well known as
principle (common to every
operating systems)
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MAC (Mandatory Access Control)

» [he shortages of DAC and potential threats
DAC can cause have been studied for over
twenty years



MAC (Mandatory Access Control)

» [he shortages of DAC and potential threats
DAC can cause have been studied for over
twenty years

has been introduced to achieve the Least
Privilege principle

= DAC: Discretionary Access Control

= MAC: Access Control
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MAC Is a mechanism

Nnot ﬁz ,"') huh!

» MAC cannot distinguish inadequate requests
from others

. to judge whether requests
are adeguate (needed) or not
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S0, you need to write Policy”

« Administrators have to tell MAC good and bad
request in terms ot access rule definitions

» [hose definitions are generally called
( IN“AppPArmor, smack
In Smack)

= [T MAC 1s an engine of a car, policy is a fuel.
You need to manage policies
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Policy Is important

= MAC just works as it was told

» |f you forget to give required access, your
system will fail to serve (that's why some
people turn off SELInuXx)

= |T you give excessive access, you will give
crackers more chances to intrude

» | et’'s see some images



Hmm... Vase is guarded.
OK. I’'m going to take the cash box




“secure Linux” is installed, but no rules

—




Can’t sleep, drink, take a bath ...

\




Perfectly “Locked”
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MAC iIs not only for
security

"secure Linux® implementations work to reject
Inappropriate access request

» “[nappropriate’ ncludes
» malicious access (cracking)

x operation error (such as “rm -rf *7)



MAC is good for ...

({%@ reducing the damages by cracking
({%y rejecting wrongly operations

storing fine grained audit logs
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label-based Vis: pathhiame=based



label vs. pathname

» [here are two kinds of implementations tor
Linux MAC, and



Label-based Security

I define “label” first

2. Specity policy using
labels

“label” Is stored as (extended attributes). As inode
Is trustable as DNA (Deoxyribo Nucleic Acid), label
Information stored bound with inode Is trustworthy
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Pathname-based
Security

= |n pathname-based MAC like TOMOYO Linux
and AppArmor,; policies are written and stored
using pathname’. No need to manage labels

» [hough they are a lot easier to use, keep It In
mind that “pathname’ Is subjected to change
by operations such as mount and chroot

(handle with care)



JVJ4J444,4‘44444a.....
ERARBRRRRRRRRRARAN

ﬁf/f T Y Y Y YT Y Y Y YYYYY Yy Yy

J.JJ,J‘ng;l;Jllll, Y

PSSR ARRRRARRR AR RS

: TYX XX I N NN N IYYNYNYYTY
3

X JJMJwJ“w“44444J41 L)
T YYYYYYYY Y
_ 0
T IITYT Yy YNy Yy
2 222 RR R R R R R ERE
T YT YT Y Y Y Y Y Y Y Y Y Y Y
TY YT YYYYYYIYY Y
TY YT YT Y Y Y Yy Yy Yy Yy
..JJJJJJ.JJJJa,l,,,.,.

J.JJ/JJJJI,“,,,,,

AR ARARRRRRRARE
YYYYYYYYY Y Yy

222 RRRERR R R RE
44441444-.,.
R AR R AR AR AR RL
JJJJJJJJI.J/..
YEXEYYYYYYYL Y)Y
Y T I Y Y YY Yy Yy

JJJJJJ,,.4444....
T YT NNy
/‘f,JJ,JJJ144144444/;,

Y'Y Y99S Y Y Y Yy vy
p 2220 RRRRRRE
LA A A R R LR R D) AR AR R L R LD A AR LA LR LR AR AR 2 D) i JJJJJJJJJA.:‘....,.. .y
Y Y Y Y Y Y Y Y Y Y Yy
JJJJJalala.,
)

.e LAAARA LA LA R AL A A A AR A A AR ARl Al Al ) ) s e

™y
YN
|

1LY YTYIYYYIYIYY
Y YTYYYYYYYYS

...,.,;JJJJJJJJ.Ar
,....41444¢4Jf

n

T T YT I ITYIYYYYYYYY

RARRRR RN RN
YT Y Y YYNYYYYSYS
Y T T Y I YTYYYYYY Y
o

1YY YT YYYYHYS

...;444-444JJJJ

5

T T T T T IIYYYYYYY
T T T T T T T T T T YT YT Y YYYY Y Y

IRRARRRRRRR AR RN RRRN L . JWJJJJJJJJJJ
IRRRRRRA R RRRRR RN YITIYNYYYS
YT Y T T T Y T Y Y Y Y Y Y YYY Y Y Y YN . 1Y YYYYIYTYIYY

)

YT YT YT YYYYYY Y™ ) THYYYYYYYYY Y
...-¢44444444JJJJJJJ TYTYTYTYIYNYNNYY
YT T T TN YTYT Y Y NY Y Y Y Y'Y )




Y Y Y Y Y Y Y Y Y Y YYY Y Y Y Y Y Y Y
T3 131Y)

3 ) .,
JJ“,.J:j I RS RRRRRRRRRR RS
: Y Y YT Y Y Y Y Y Y Y Y Y Y Y Y Yy

1 TI I T T I T I T T

JJJ.VJJ/,JIIl-.:;
J,J4J444441441;,/,.
JdJJJJJJ:/:;.
JJJJJJJJaa«aal..

YYYYYYYY YN
aH.JJJJJJJJJ‘,,,‘.,_
) TIITI IO Oy YvYy Y Y

RRRRRRARRRRRAN
FYYYYYYYY Y Yy
PRRRRRRRRRRRRRRR
YYY Y Y Y YN YT Y Y Y S

TIITXI I N1
3

T3IITTINYYY y
fJJJJJJ,JJa/a«/“ ' N
TYIITIY Y Y Y9999

TI T I I 1T 1YY

Y'Y YYYS
TYY Y Y Y YYY Y YN Y Y
TYYY YT Y9 Y Y Y
Y Y Y YYYYYYYYS
JJJJIII,J/
YTY YOI

PRRRRRARERRERRRERRR
TYIYTYT YT YY Y Y
JJJ44¢44....
TYIITY Y Y Yy
44444444.,.
Shbbeeree semmTE LS I

e .
LL0 000NNt e NN .JVJJ,J,J,,,,,_

PPN PPN RI NN e ettt teeeteeseeeneees
N

THYNYNYNYNYN
TIITYY Y Yy Y
TYNYYN

J.J.J.aJ TN YN

TYYYHY9Y99 Y Yy

PRRRRAR AR RN
LT )\ AAAA ] : . YYYYYY Y YN Y Y
..-’.\.‘... T Y Y YYYYYYY Y

...J,JJJJ/
1Y YYYTYYYIY)Y

1Y YYYYYYYYS

RARERR RS SN LA A2 2222 ) )
Y Y Y Y YYYYSSNS

Y T T T I T T YT YTYY™

| 'Y Y Y YYNNYNYSSS

LA AL L L L J LAAA AL L L L )
e

TYIYYYYYS
YN NYS
Y9N

YT YT YYYYYYYYS
1Y YTYTYYYYS
Y YYTYYYYY

Y ,JJJJAAM
) ,,//ﬂz ) fﬂﬂ,f;f

YT O T Y Y
Y S Y YYYYYSYYSS >
I I T T T T YT YT YTYYYYYYYY
" vy ﬁ- \ .4414444444de
T I IYTYTYTYTYOOOTYOYTYTYTTYTTNY »
1 YYYN 44J44444444444J4J44J44LJLJJ A A Y YY)
'Y Y YT YYY Y Y Y
T I I T T YT YTYYYYYYYYYS " TYYYYY Y Y
T T T T T T Y Y Y Y Y Y Y Y Y YYYY Y TIILY PR RN
Y Y YYYYSNYYSYNNS 1 SRR RRRR R R R R R R AR
. ,f PR R RSN RRRRR AR R R R AR RN
T Y T T Y T YT Y Y YT Y Y Y YYYYYYYYYYS JJ PR RRRRR R R R RR AR AR AR AL
N

TY Y Y YT YT YT YT Y YT Y YT Y Y Y Y Y Y Y
AN Y Y Y N N Y Y NS NS NS N NN NN Y Y YTYTYTYTYTYTTYTYTTYTYT TSN T S S S S S SN NS




Which is better?

» From point of view,
abel-based approach Is superior

« \While label-based approach has good history
and academically proven, pathname-based
MAC Is just two years old



Which is better?

» From point of view,
abel-based approach Is superior

« \While label-based approach has good history

and academically proven, pathname-based
MAC Is just two years old

» Hopefully, pathname-based should be

Incorporated and work together with labels In
the future
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» Security-Enhanced: Lintx

= [he first “in-tree” MAC implementation of Linux

x Developed mainly by
and other smartest people In the worlad

» RHELS has acquired Common Criteria
certifications
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» Ottawa Linux Symposium 2008 (OLS20038)
paper by James Morrisis an ideal introduction
and summary. of SELInux

« “Have You Driven an SELinux Lately?”
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= “Simplified Mandatory Access Control Kernel”

» [he second “In-tree’” MAC: implementation to
Linux (since )

» Developed by an individual,

» Functionalities are drastically simplified as Iits
name says
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. MAGC developed by NTT DATA
CORPORATION (Japan)

» Developed by my team

» Has unigue
x available tfor Ubuntu and CentOS

» made n Japan
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» Recent public presentation

» FreedomHEC Taipei 2008 (just after “this® session)

» | jnux Foundation Japan #38 Symposium
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More detail?
FEAEE SN ?

» YOu can not compare them unless you play with
them (at least one ot them)



More detail?
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» YOu can not compare them unless you play with
them (at least one ot them)

= | have my version of a simplitfied comparison
chart (hope this helps)

» hitp://tomoyo.sourceforge.jp/wiki-e/?Whatls
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Chapter 5

Prepare your: Jotrney



You heed tools to survive

SO Thunderbird - Reclaim your inbox

7<J' , .,CJ 7'(-- - | @ http:/ /www.mozilla.com/en-US/thunderbird

| Thunderbird - Reclaim . | LXR / The Linux Cross ... | ) Git - Fast Version Contr___ |

mozilla

Mozilla’s Thunderbird 2 email application is more powerful than ever. It’s
now even easier to organize, secure and customize your mail

Download Thunderbird




You heed tools to survive

ecNO Cit - Fast Version Control System
. <J {| C | <5+ ‘ s3s http://git.or.c2

©) Thunderbird - Reclaim .. | LXR / The Linux Cross .. | © Git - Fast Version Contr__ |

Home | Documentation | FAQ | Wiki | Download Site | Git's Gitweb

+++ git

Git — Fast Version Control System

Git is an open source version control system designed to handle very large projects with speed and efficiency, but just as well suited for small
personal repositories; it is especially popular in the open source community, serving as a development platform for projects like the Linux
Kernel, Ruby on Rails, WINE or X.org.

Git falls in the category of distributed source code management tools, similar to e.g. Mercurial or Bazaar. Every Git working directory is a full-
fledged repository with complete history and full revision tracking capabilities, not dependent on network access or a central server. Sltill, Git
stays extremely fast and space efficient

Git is an Open Source project covered by the GNU General Public License v2. It was originally written by Linus Torvalds and is currently
maintained by Junio C Hamano

About Git Download GIT source package [2008-11-09]

Documentation -
Download The latest stable Git release is v1.6.0.4:

Related Tools tar.bz2 (sign) tar.gz (sign)
Community and Development

Release notes More versions Browse history/code

About Git

Git is distributed version control system focused on speed, effectivity and real-worid usability on large projects Git Crash Courses

Iits highlights include: Git for everyone
. LA-INAS AL -

Maintaining external patches

o Distributed development. Like most other modern version control systems, Git gives each developer a e .
Git for SVN users

local copy of the entire development history, and changes are copied from one such repository to
another. These changes are imported as additional development branches, and can be merged in the same way as a locally developed
branch. Repositories can be easily accessed via the efficent Git protocol (optionally wrapped in ssh for authentication and security) or
simply using HTTP - you can publish your repository anywhere without any special webserver configuration required
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You heed tools to survive

®no

IXR / The Linux Cross Reference

LXR | Welcome to Ixr.linux.no -- the Linux Cross Reference

Welcome to Ixr.linux.no

LXR (formerly "the Linux Cross Referencer”) is a software toolset
for indexing and presenting source code repositories. LXR was
initially targeted at the Linux source code, but has proved usable
for a wide range of software projects. Ixr.inux.no is currently
running an experimental fork of the LXR software

Browse the code
These are the browsable source code repositores at Ixr.inux.no:

L J
Linux 0.01 - 2.4.31
SYSLINUX
coreboot v2 (formerly LinuxBIOS v2)
coreboot v3 (formerly LinuxBIOS v3)
Mac OS X Darwin/xnu

LXR Source code

For the interested, the source code is available as a git repository
at git://lxr.linux.no/git/lxrng.git. Not all of the
functionality present in mainline LXR is available in this version,
and the documentation is unfortunately rather sparse. Don'
hesitate to contact 1xr#1inux.no with any questions, though.

Thanks

Clags are
invaluable components of the xrlinux.no infrastructure.
Additionally, Linpro AS generously provides the hardware and
network connectivity required.

About

Ixr.linux.no is provided as a non-profit service to the public in the
hope that it is found useful. It is herded by Ame Georg Gleditsch
in his spare time.

What's new

2008-06-02
Problems concerning a change of ip address unfortunately left
xr.inux.no unavailable for (at least) the past day or so. As they
say, we apologize for the inconvenence. Things should be back in
working order now, but if you experience connectivity-related
iIssues please holler.

2008-02-28
Thanks to Ahmed S. Darwish and Fred Koehler, there are now
actually two step-by-step guides to choose from for anyone
wanting to try out LXRng under Ubuntu 7.10. Ahmed S. Darwish
has published a guide on his bloqg, while Fred Koehler contributed
the following document. A big thank you to both of them.

2008-02-27
The PostgreSQL engine backing Ixr.linux.no has been upgraded
to the latest version, 8.3.0. One of the improvements likely to
benifit a large LXR instaliation is the ability to cluster tables based
on arbitrary indexes. Site statistics certainly show fewer "slow”
queries than before the upgrade




To know about the journey

A new guide by Jon Corbet

Y oV &

» |t's already there. Read or die

= "How and why to work with the Kernel community” by
Harald Welte at FreedomHEC Taipei 2008 (yesterday)

= “[he Relationship Between kernel.org Development and
the Use of Linux for Embedded Applications” by Andrew
Morton at Embedded Linux Conference 2008



http://www.celinux.org/elc08_presentations/morton-elc-08.ppt
http://www.celinux.org/elc08_presentations/morton-elc-08.ppt
http://www.celinux.org/elc08_presentations/morton-elc-08.ppt
http://www.celinux.org/elc08_presentations/morton-elc-08.ppt
http://ldn.linuxfoundation.org/book/how-participate-linux-community
http://ldn.linuxfoundation.org/book/how-participate-linux-community

Mail

x» Subscribe LKML and choose other related lists

« | KML Is real huge and high traffic

» Unless you want to read “every” messages, you
will - need thread-sate mail program

« My recommendation is Thunderbird



®00 Git - Fast Version Control System

< ¢ | 4 | 33 hup://gitor.cz/
3 Thunderbird - Reclaim ... » i ... | €3 Git - Fast Version Contr...

o TI7 git ‘ Home | Documentation | FAQ | Wiki | Download Site | Git's Gitweb

Git — Fast Version Control System

Git is an open source version control system designed to handle very large projects with speed and efficiency, but just as well suited for small
personal repositories; it is especially popular in the open source community, serving as a development platform for projects like the Linux
Kernel, Ruby on Rails, WINE cor X.org.

Git falls in the category of distributed source code management tools, similar to e.g. Mercurial or Bazaar. Every Git working directory is a full-
fledged repository with complete history and full revision tracking capabilities, not dependent on network access or a central server. Still, Git
stays extremely fast and space efficient.

Git is an Open Source project covered by the GNU General Public License v2. It was originally written by Linus Torvalds and is currently
maintained by Junio C Hamano.

About Git Download GIT source package [2008-11-09]
Documentation

Download The latest stable Git release is v1.6.0.4:

Related Tools tar.bz2 (sign) tar.gz (sign)
Community and Development Release notes More versions Browse history/code

About Git

Git is distributed version control system focused on speed, effectivity and real-world usability on large projects. Git Crash Courses
Its highlights include: " Git for everyone
Git for everyone

« Distributed development. Like most other modern version control systems, Git gives each developer a |Maintaining external patches
local copy of the entire development history, and changes are copied from one such repository to Git for SVN users
another. These changes are imported as additional development branches, and can be merged in the same way as a locally developed
branch. Repositories can be easily accessed via the efficient Git protocol (optionally wrapped in ssh for authentication and security) or
simply using HTTP - you can publish your repository anywhere without any special webserver configuration required.

» git’ Is the standard Linux version control
system for Linux

» Junio Hamano, maintainer of the git gave talk at
FreedomHEC Taipel (yesterday




« Now Linux kernel has more than

LXR (Cross Reference Linux)

= |f you just want to learn Linux, you don’t have to
download/git clone the mainline kernel

= | XR lets you browse/search Linux source code from
your browser

LXR [ The Linux Cross Reference

Welcome to Ixr.linux.no

LXR (formerly "the Linux Cross Referencer") is a software toolset
for indexing and presenting source code repositories. LXR was
initially targeted at the Linux source code, but has proved usable
for a wide range of software projects. Ixr.linux.no is currently
running an experimental fork of the LXR software.

Browse the code
These are the browsable source code repositores at Ixr.linux.no:

Linux 2.6.11 and later

Linux 2.5

Linux 0.0 1

SYSLINUX

coreboot v2 (formerly LinuxBIOS v2)

coreboot v3 (formerly LinuxBIOS v3)
Mac OS X Darwin/xnu

Perl

LXR Source code

For the interested, the source code is available as a git repository
at git://lxr.linux.no/git/lxrng.git. Not all of the
functionality present in mainline LXR is available in this version,
and the documentation is unfortunately rather sparse. Don't
hesitate to contact 1xr@1linux.no with any questions, though.

Thanks

Perl, CPAN, PostgreSQL, Xapian and Excuberant Ctags are
invaluable components of the Ixr.linux.no infrastructure.
Additionally, Linpro AS generously provides the hardware and
network connectivity required.

About

Ixr.linux.no is provided as a non-profit service to the public in the
hope that it is found useful. It is herded by Arne Georg Gleditsch
in his spare time.

What's new

2008-06-02
Problems concerning a change of ip address unfortunately left
Ixr.linux.no unavailable for (at least) the past day or so. As they
say, we apologize for the inconvenence. Things should be back in
working order now, but if you experience connectivity-related
issues please holler.

2008-02-28
Thanks to Ahmed S. Darwish and Fred Koehler, there are now
actually two step-by-step guides to choose from for anyone
wanting to try out LXRng under Ubuntu 7.10. Ahmed S. Darwish
has published a guide on his blog, while Fred Koehler contributed
the following document. A big thank you to both of them.

2008-02-27
The PostgreSQL engine backing Ixr.linux.no has been upgraded
to the latest version, 8.3.0. One of the improvements likely to
benifit a large LXR installation is the ability to cluster tables based
on arbitrary indexes. Site statistics certainly show fewer "slow"
queries than before the upgrade.

Linux/

(+ & http://tomoyo.sourceforge.jp/cgi-bin/Ixr/source/

~ [ source navigation ] ~ [ identifier search ] ~ [ freetext search ] ~ [ file search ] ~

TOMOYO Linux Cross Reference

Version: ~ [ linux-2.6.27.6-ccs-1.6.5] ~ [ linux-2.4.36.9-ccs-1.6.5 ] ~ [ ccstools-1.6.5 ] ~ [ policy-sample ] ~
Architecture: ~ [ i386] ~[alpha ] ~ [ m68k ] ~ [ mips ] ~ [ ppc ] ~ [ sparc ] ~ [ sparc64 ] ~

Name
[33 Documentation/
© archy
3 block/
(C3 crypto/
£ drivers/
[f:; firmware/
i 74
€3 include/
© init/
£ inc/
£ kernel/

Size

Linux/

Last modified (GMT) Description
2008-11-13 17:56:21
2008-11-13 17:56:21
2008-11-13 17:56:21
2008-11-13 17:56:21
2008-11-13 17:56:21
2008-11-13 17:56:21
2008-11-16 13:32:49
2008-11-11 00:00:00
2008-11-13 17:56:21
2008-11-13 17:56:21
2008-11-16 13:32:49


http://tomoyo.sourceforge.jp/cgi-bin/lxr/source/
http://tomoyo.sourceforge.jp/cgi-bin/lxr/source/

Trademarks

® Linux® is a registered trademark of Linus Torvalds
in the United States and other countries.

® AppArmor® is a registered trademark of Novell,
inc in the United States and other countries.

e TOMOYOW® is a registered trademark of NTT
DATA CORPORATION in Japan.




Concept, story, presentation design
Toshiharu Harada (NTT DATA CORPORATION)
lllustration

Yumiko Tatsumoto (NTT DATA CORPORATION) and
Akira Igarashi in association with Studio Padre
Special thanks to

M Z % T FE of NTT DATA CORPORATION



http://www.igarashiakira.com/
http://www.igarashiakira.com/
http://www.padre.co.jp/
http://www.padre.co.jp/

S F

FreedomHEC 2008 is such a nice conference. I'm very
happy to be here and appreciated the heartfelt supports by
Huang Chao Lung, Mei-Li Chen, other staff and the sponsors.
Hope you keep working and see again soon
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Global IT Innovator

NTT DATA GROUP



http://www.nttdata.co.jp/en/index.html
http://www.nttdata.co.jp/en/index.html




This slides available at

http://tomoyo.sourceforge.jp/taipei2008/



http://tomoyo.sourceforge.jp/taipei2008/
http://tomoyo.sourceforge.jp/taipei2008/

