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Ubuntu 9.1001E 8

e H—RIWINS A —2RTE
@ letc/default/grublc
'GRUB_CMDLINE_LINUX=%“security=tomoyo” |

ZzEm
@ Tlsudo update-grub) %#3E{T
QS FHiEcH
o J=IWDAL L APM=)
@ Tlsudo apt-get install tomoyo-ccstools | % E{T
2 PWiEcH

2009/7/91=ThinklTCUbuntu Japanese Team MDhito SANEHINT-EEE
(http://thinkit.jp/article/979/1) )5 DIwFETI,
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B {E AR
 lsudo ccs-editpolicy] %3E{T

<kernel>

setcsinit.dsNetworkManager
sbinschoun
shinsmkdir
sbinsreadlink
ssbinsstart-stop-daemon
susr-sbinsNetuworkManager
szbinsdhclient
susrslibsNetuworkManagersnm-dhcp-client.action
ssbinsifconfig
ssbinsusplash_urite
susrsbinsexpr
susrsbinstput
setcsinit.dracpi-support
sbinsgrep
sbinsreadlink o — “
it HARTES IS
setcracpispower.sh E m
sbinspidof
susrszhinspm-powersave
sbinsgrep
sbinsmkdir
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| IF-HREENL

File Edit View Terminal Help

user@user-desktop:~$ sudo ccs-editpolicy £x
You can't use this editor for this kernel.
user@user-desktop:~$ {W

-You can’t use this editor for

this kernel.

* GRUBEREZ 2 | !
- letc/default/grub
- [l'sudo update-grub | % 3E1{T
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| IF-HREEAL2

= UserBlser-deskiop: ) =)

File Edit View Terminal Help

user@user-desktop:™$ ccs-editpolicy

user@user—-desktop:~$ sudo ccs-editpolicy

[sudo] password for user:

You need to register this program to /sys/kernel/security/tomoyo/manager to run
this program,

userBuser-desktop:~$

-You need to register this
program to
Isys/kernel/security/tomoyo/man
ager to run this program.

e /etc/tomoyo % g%
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letc/tomoyo ) IE:E

o Jetc/iccsT 1 L7 ML HBDEER
@ Tl'sudo mv /etc/ccs /etc/tomoyo] % R{T

@ F7=1&

'sudo /usr/lib/ccs/tomoyo_init_policy.sh |
KT
S HiEeH)
e letc/tomoyoT 1 L7 M) DHEET IES
- letc/tomoyolll Flcconf7 7 1 IVH B & = TR
'sudo /usr/lib/ccs/tomoyo _init_policy.sh |
z X1T
- h—INBEROF T 3 18R
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e /etc/tomoyol iEMETh 3

MAER

RXAL2EKR) D — z/_,;(;t!"zw_f_f")’ ?bi\ﬁ domain_policy.conf
GlAKRY o — ,‘I;__ %%"-k V> —ofis exception_policy.conf
ZO0774) HELANINZEESE profile.conf

l:I Sy — N T
PER=I R — ;é;affgééé manager.conf
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e fXA2LEE
- Z2TO70tAD,. ENERIDDR AL VICET D
-RAUC7097ALATHLBRUVHLRARLNIERIN ALY
- i
e /[sbin/getty — /bin/login — /bin/bash

= [/sbin/getty /bin/login /bin/bash| K X1

* /lusr/bin/ssh — /bin/login — /bin/bash

=  [/usr/bin/ssh /bin/login /bin/bash] K X1



RAALICDT

e X1 EBLIT
- 7R L%2KRTTBEVIC. BEDIRXLNER
- fl
e /[shin/getty — /bin/login — /bin/bash TE{T9 2 &
- Ishin/getty % {7t
» [/sbin/getty] KX A1
- Isbin/getty 7 /bin/login % E{T
» [/sbin/getty /bin/login] K X1 VICEH
— /bin/login 7' /bin/bash % 31T

» [ Isbhin/getty /bin/login /bin/bash ]
RXLICER



L FAMY A BBEE

(kernel> /etc/init.d/NetworkManager /bin/chown
{kernel>
/etc/init.d/NetworkManager

/bin/mkdir

/bin/readl ink

/sbin/start—stop—daemon
/usr/sbin/NetworkManager
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| FACY A EBER

QR X1 D

(kernel> /etc/init.d/NetworkManager /bin/chown

kernel
/ete/init _d/NetworkManager

/bin/mkdir
/bin/readl ink
_E. /sbin/start- stop daemon
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e <kernel>

- ETORALVDESTH—RIHAETBDIR X1
e /bin/chown K X1

- IELLIE

<kernel> /etc/init.d/NetworkManager /bin/chown
EVWDRALY

— /bin/chownid. h—RIHSEFS N
letc/init.d/NetworkManagerhEE L /=& D
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L KALURYS—ERD

(kernel> /etc/init.d/NetworkManager /bin/chown
{kernel >
/etc/init.d/NetworkManager

/bin/mkdir

/bin/readl ink

/sbin/start—stop—daemon
/usr/sbin/NetworkManager

A=W er)>—%
REVWRK XL ICEDET [Enter]
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o RXLVBHNUTT 7 AFrRELZER

Ckernel> /etc/init.d/NetworkManager /bin/chownj

éiibw;rééd‘/éfb/ﬁééﬁftch.conf
2: allow read /etc/passwd

[Enter] 2T & KX ERBERICE?S

24



L KXV RYS—

<kernel> /etc/init.d/NetworkManager /bin/chown]

] : éildw;reéd /efc/hésWitch.conf
2: allow read /etc/passwd

Q@7 7 AFHFA) A b
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Ckernel> /etc/init.d/NetworkManager /bin/chown]

1:»éiiBW:fééa'Yé{éyﬁééﬁ?tch.conf
2: allow_read /etc/passwd

e <kernel> /etc/init.d/NetworkManager
/bin/chown?,
— /etc/group
— /etc/nsswitch.conf
— /etc/passwd

e 774 NWEEIIAT D ZEFA]
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e 77 1IDIERK. RAZE. RiT. tIUEDLE
— allow_execute
— allow_read
— allow_write
- allow_read/write
— allow_create
— allow unlink
- allow mkdir
— allow_rmdir
o AL

— http://tomoyo.sourceforge.jp/2.2/policy-
reference.html#Policy Files% &8
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7 W ikREhR D Live CDTHBRTE 9

e CentOS&Ubuntu% o 7=
7 IVEERERRTOMOYO Linux Live CD% 2B

— http://tomoyo.sourceforge.jp/wiki/?TomoyoLive

w ™ Applications Places System %@Q@@ 6 2:14 PM @

= centos@localhost:~ (=][a)x] (=)(@](x]

File Edit View Terminal Tabs Help

[centos@localhost ~]$ uname -a s
v
Linux localhost.localdomain 2.6.18-92.1.10.el5 ccs #1 SMP Wed Sep 3 00:06:44 JSTL “@

B

2008 i686 1686 1386 GNU/Linux
[centos@localhost ~]$% D
N
i

centos's Home TOMOYO Linux LiveCD 3
Tutoria

|3

~

Cent0S5-5 .2-i386-
TOMOYO-LiveCD

'Termlna'I"

>

File Edit View Terminal Tabs Help

A Terminal
File Edit View Terminal Tabs Help
1/xinit/Xclients /usr/bin/gnome-sess

1 /usr/bin/sudo /usr/bin/tail
allow_env SUDO_GID

#2008-09-18 14:13:05# profile=1 mode;
suid=0 sgid=0 fsuid=0 fsgid=0 state
<kernel> /sbin/init /etc/X11l/prefdm
xinit/Xsession /usr/bin/ssh-agent /b
1/xinit/Xclients /usr/bin/gnome-sess
1 /usr/bin/sudo /usr/bin/tail

allow_read /var/log/tomoyo/reject.lo

0

\éi | B Terminal | @ TomoYO Linux L... || B centos@localhos... || B Terminal = =
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— http://www.jnsa.org/result/2007/tech/secos/

B AT LAEARRHICOVWTEHE Z AF
- HiZBPX{#Open Source Revolution!DiEEH
HTY
— http://sourceforge.jp/projects/tomoyo/docs/
osr20060515.pdf
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o #:fiiiEiRitt Software Designit COHEHHIE #15H
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yoLinux

e ANV MEHICOWT
- BTH*-—7—K
e http://d.hatena.ne.jp/keyword/ TOMOYO0%20Linux
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