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O rootfs /

/dev Linux
/dev root fs

1. devfs
2. tmpfs  mount —-bind
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/var /tmp

O
O tmpfs

O root fs

/dev/>*

root fs
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O root fs

o root fs
o root fs
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noexec, nodev,
nosuid

O

chroot

pivot_root
/
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dmesg

% tail -10 /var/log/dmesg

sys_pivot_root() disabled.

Registered chroot dir: /jailtomcat:/jail/apache:/var/empty/sshd
sys_chroot() restriction enabled.

Allow mount tmpfs on /data with options nosuid nodev noexec

Allow mount tmpfs on /jail/tomcat/data with options nosuid nodev noexec
Allow mount tmpfs on /jail/apache/data with options nosuid nodev noexec
Allow mount proc on /proc with options defaults

Allow mount proc on /jail/tomcat/proc with options defaults

Allow mount proc on /jail/apache/proc with options defaults

sys_mount() restriction enabled.

O

O pivot_root

o chroot /jail/tomcat, /Zjail/apache, /var/empty/sshd

O mount /data, /Zjail/tomcat/data, /jail/apache/data nosuid,
nodev, noexec

o HD tmpfs dev=803 /dev/sda3
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O chroot
chroot

chroot

chroot

. u
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O execve
O pid
execve execve
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[root@romlinux root]# bash
[root@romlinux root]# echo $$ execve
966
[root@romlinux root]# date

10 24 14:06:06 JST 2003
[root@romlinux root]# ./limitexec.exe $$
[root@romlinux root]# date
bash: /bin/date:
[root@romlinux root]# Is
bash: /bin/ls: 7 N
[root@romlinux root]# exit
exit
[root@romlinux root]#

execve

o dmesg
do_execve() for pid=966 disabled.
do_execve(pi1d=989:file=/bin/date): Permission denied.
do_execve(pi1d=990:file=/bin/ls): Permission denied.
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O
Iptables
[root@romlinux log]# for i in “pidof httpd ; do echo -n "Pid: ™ $1 " ';
/proc/S$i/status | grep "Uid:"; done
Pid: 853 Uid: 501 501 501 501
Pid: 852 Uid: 501 501 501 501
Pid: 851 Uid: 501 501 501 501
Pid: 850 Uid: 501 501 501 501
Pid: 849 Uid: 501 501 501 501
Pid: 848 Uid: 501 501 501 501
Pid: 847 Uid: 501 501 501 501
Pid: 846 Uid: 501 501 501 501
Pid: 824 Uid: 501 501 501 501
[root@romlinux log]#

cat
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FIFO

o chroot FIFO
chroot

o FIFO
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O Java
noexec

CD-R

o Apache, Tomcat
400MB DVD-R

o Ctrl+Alt+Del
@)

o root fs fsck =)
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OS
HTML

Tomcat Apache
chroot

CD-R
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DELL PowerEdge 1550 Pentium
CD-ROM

(100Base Ethernet)
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KNOPPIX

O
CD-ROM
O
KNOPPIX
O
o cloop

o Debian/GNU

O

o
o Red Hat

O
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O
O
SELinux FAQ
<http://www.nsa.gov/selinux/faqg.html>
0 Linux
o SELinux
O
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CD-ROM Linux
http://www15.big.or.jp/~yamamori/sun/cdlinux/
Software Design 2002 12

o Initrd, devfs

devfs
http://www.atnf.csiro.au/~rgooch/linux/docs/devfs.html

/usr/src/linux/Documentation/initrd.txt
“Booting Linux: The History and the Future”
o Werner Almesberger

Network Security Forum 2003
http://www.nsa.org/nsf2003/
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